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Co je HAPROXY a kdo to pouziva

* Transparentni http / tcp proxy
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Zakladni funkce

« tcp / http load-balancer

« SSL terminace

» healt check backend server(

e nerovnomerné rozdeéleni provozu
e socket api



Zakladni funkce

« modifikace / vkladani hlavicek

« balancovani podle dotazu
e url, hlavicky, zdrojova IP
e session affinity
« zdrojova IP, hash url, cookie
« logovani
o statistiky



Plus / minus

v opensSource

v SW

v Skalovani

v napojeni na puppet,
consul

v Hapee

v Aloha

nastaveni Kernelu

ve VM muze zatizeni
HV brzdit provoz
neudrzi nastaveni z api
pri reload



Specifika prostredi LMC

 produkce - 88 servert v 39 poolech

e pres LB pouze aplikacni servery

e provoz pres front balancer cca 100Mbit/s
« 10 testovacich prostredi



Minulost - F5

F5 cluster s verejnou IP

Internet

e
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Minulost: F5 -» HAproxy — Varnish

F5 cluster s verejnou IP

Internet

Haproxy




ProC¢ migrace na HAproxy?

« Migrace do cloudu (openstack)
« spousta vyvojovych prostredi
« dynamické vytvareni a konfigurace
 Vice moznosti oproti varnish

« online statistiky, api, SSL, cookie session affinity
« Corosync HAproxy = moznost vypnuti F5
« Nastroje pro monitoring a grafy
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Vyvoj konfigurace a testovani

 prepis pravidel z varnishe
« smerujeme pomoci hlavicek
* Na integracnim prostredi
 testovany jednotlivé sluzby
* nejcastejsi problémy
« dotaz pada na jiny pool
« kratky timeout
« healt checky plni logy (default metoda options)
 testy nezasilaji cookie (session affinity)

« 3 meésice
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Soucasnost: HAproxy

front HAproxy cluster s verejnou IP

Internet

Varnish farma

back HAproxy cluster bez verejné IP




Migrace

* backend - frontend

» po blokach 4 pool

* po skupinach ve verejnych DNS
« 6 tydnU



Vysledek

 Snizena odezva nasSich webU

* /yrazné lepsi prehled co se deje
e Méné prvkl na cesté

 Lepsi session affinity

* Snadneéjsi konfigurace

e napriklad snadné zablokovani url které maiji byt dostupné jen z
vnitrni sité

: .



Problémy

e bug v init skriptu - neukoncujici se procesy
e rozpad clusteru kvili DNS

« 502 bad gateway

* php opcache

« tcp_tw reuse, tcp tw recycle

« SNI a default certifikat

e corosync - dva nody se stejnou IP po rozpadu sité
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Statistiky

Statistics Report for pid 19192

> General process information

active UP backup UP Display option: External resources:
pid = 19192 (process #1, nbproc = 1) active UP, going down backup UP, going down * Scope * Primary site
uptime = 0d 21h11m58= Sctive DOWN. qoing u backup DOWN. going u ] » Updates (v1.5
system limits: memmax = unlimited; ulimit-n = 64080 ) +gena e " rgamna e * Hide 'DOWN servars # Online manual
maxsock = 64089; maxconn = 32000; maxpipes =0 active ar backup DOWN | [not checked * Refresh now
cument conns = 6721; cument pipes = 0/0; conn rate = 240/sec active or backup DOWM for maintenance (MAINT) » CSV expart
Running tasks: 1/6776; idle = 81 % active or backup SOFT STOPPED for maintenance

Mote: "MOLB""DRAINT = UP with kad-balancing disabled.

646 - 1| 60| 16000 107 115 20 BTB T30 2412 284 047 0 1] 0 OPEN

Backend a 0 6 120 0| 60| 3200 117598 103 8BB| 1s| 26030684 | 2194 356 333 0 a 0 0 o 0 1Th47Tm UP 1 1 o 0 0=

localhost:B0 o 0 -l 0 o o 0 = a o 7 0 0 o o a o o 1 - ¥ =
vamizh1:80 1] 0 -| 0] 612 0| 26 -| 23200 23200 &s| DE43160| 627 060 251 o 1] a 1] 0| 17h47m UP LTOK200 in 1ms 1 W - 0 151 -
Backend (1] 0 0| 612 O 27| 3200 23200| 23200 6s| D643160| 62T 06D 251 (1] o (1] a (1] 0| 17h47m UP 1 1 1 0 0s

g -
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Logy D¢

46.165.195.139:34890 [31/Dec/2015:00:43:00.157] all_in_http apache/ap03.prod.lmc.cz:80
0/0/0/-1/269 502 5423 - - SHNN 1043/970/4/1/0 0/0 "GET / HTTP/1.1"

77.48.31.6:63241 [06/Mar/2016:10:24:01.183] all in_http apache/ap04.prod.lmc.cz:80
0/0/0/2/2 200 1696 - - --VN 4018/3605/14/4/0 0/0 {Mozilla/5.0 (Windows NT 10.0; Win64;
x64) ApplewWebKit/537.36 (KHTML, like Gecko) Chrome/46.0.2486.0 Safari/537.36
Edge/13.10586 |exporter.lmc.cz} "GET /blesk-new.htm HTTP/1.1"



Grafy ze statistik

all_in bytes in / out all_in_http responses all_in_http sessions and requests
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10 Mil
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apache backend bytes in / out apache backend session counter apache backend response code




Kibana
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Kibana
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Zakladni konfigurace

 global

« defaults
e frontend
* backend
e [istener



Zakladni konfigurace - global

global

chroot /var/lib/haproxy

crt-base /etc/haproxy/ssl

daemon

group haproxy

user haproxy

log 10.0.36.64 localo

maxconn 32000

pidfile /var/run/haproxy.pid

ssl-default-bind-ciphers
ECDH+AESGCM : DH+AESGCM: ECDH+AES256 : DH+AES256 : ECDH+AES128 : DH+AES : ECDH+3DES : DH+3DES : RSA+AESGC
M:RSA+AES:RSA+3DES: !'aNULL: !MD5: ! DSS: 'AES256

stats socket /var/lib/haproxy/stats mode 660 level admin
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Zakladni konfigurace - defaults

defaults
compressi
compressi
errorfile
errorfile
errorfile
errorfile
errorfile
errorfile
errorfile
log glob
maxconn
mode htt

option httplog

on algo gzip

on type text/* application/xml application/x-javascript application/json

400
403
408
500
502
503
504
al
16000

p

/etc/haproxy/errors/400.
/etc/haproxy/errors/403.
/dev/null

/etc/haproxy/errors/500.
/etc/haproxy/errors/502.
/etc/haproxy/errors/503.
/etc/haproxy/errors/504.

option dontlognull
dontlog-normal

# option
retries
stats en
timeout
timeout
timeout
timeout

3
able

connect 10000ms
client 50000ms
server 50000ms

check

10000ms

http
http

http
http
http
http



Zakladni konfigurace - frontend 4

frontend all_in_https

bind 0.0.0.0:443,:10443 ssl crt lblmccz.pem crt . no-sslv3

capture request header User-Agent len 200

capture request header Host len 40

default_backend apache

acl https ssl_fc

acl secured_cookie res.hdr(Set-Cookie), lower -m sub secure

rsprep A(Set-Cookie:\ JSESSIONID. *|Set-Cookie:\ G2_SID.*) \1;\ Secure if https !
secured_cookie

acl pdxml path_beg /pdxml

acl g2 hdr_beg(host) g2.1lmc.cz

acl private_net src 10.0.0.0/8

http-request deny if !private_net pdxml g2

acl poradna_url path_beg /poradna

acl poradna_host hdr_beg(host) www.jobs.cz www.topjobs.sk www.prace.cz

http-request add-header X-Rule poradna if poradna_url poradna_host

use_backend apache_poradna if { hdr(X-Rule) poradna }

http-request set-header X-Forwarded-Proto https

reqidel AX-Forwarded-Proto:.*


http://www.prace.cz/
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Zakladni konfigurace - backend y, ¢

backend apache
balance roundrobin
cookie APID insert indirect
mode http
option httplog
option http-server-close
option forwardfor
option httpchk HEAD /isEnabled
timeout check 5s
server apOl.deploy.lmc.cz:80 apOl.deploy.lmc.cz:80 cookie apOl.deploy.lmc.cz:80 check
server ap02.deploy.lmc.cz:80 ap02.deploy.lmc.cz:80 cookie ap02.deploy.lmc.cz:80 check



Co je nového ve verzi 1.6

e uvozovky v konfiguracnich souborech

e Lua (moznost Let's Encrypt)

 log tag

e dns preklad za behu

« moznost pouzivat proménné v konfiguraci
« email notifikace

e Zpracovani téla http stranek

« ochrana proti slow-post Utoku

 ukladdani stavu serveru pri reloadu

« externi healt checky
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Dékuji za pozornost

michal@rychlik.it
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