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Utoky na LFSR Sifry

InstallFest 2016

Jan Hrach

DrmMiab

= hackerspace prague

http://jenda.hrach.eu/
PGP: CD98 5440 4372 0CoD 164D A24D FO19 2F8E 6527 282E

NSA Litomérice
the only company that actually listens to your needs
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Implementace

Dokumentace, materialy, papery, zdrojaky...

nttps://brmlab.cz/project/gsm/deka/start

NSA Litomérice
the only company that actually listens to your needs


https://brmlab.cz/project/gsm/deka/start
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GSM z rychliku

(@1p)
HLR - > it < >
Sifrovano A5/1

BTS

HLR a SIM v mobilu maji sdilené tajemstvi Ki
Pred komunikaci si dohodnou session key Kc

Ki se neumi pasivneé crackovat
Kc Jo

NSA Litomérice
the only company that actually listens to your needs
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Komunikace telefonu

Prvni Cast nesSifrovana, nic moc zajimavého
(obCas IMSI a TA)

Pak zapnou Sifrovani

Pak nahravame ,nesmysly*
ty chceme cracknout

NSA Litomérice
the only company that actually listens to your needs
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Jak to sniffnout

« Hacknuty mobill

- https://brmlab.cz/user/jenda/gsm
« SDR
- Airprobe

—

— gr-gsm

...CO S tim pak?

NSA Litomérice
the only company that actually listens to your needs


https://brmlab.cz/user/jenda/gsm

lvanku, kamarade, miZes miuvit?

Kig | —w| sifra |

BUghuieahASDFKUHT76rfsdrt ‘

Blokova (AES, Blowfish, DES)
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Sifry

klig \ | Ivanku, kamarade, miZes miuvit?

oo Drox

o= r
|llr \h.'
| PRNG :—I-| |OUtrosuiopSUIOPUlopzJOhl
xk f,-' , keystream
! ]
eLpoawT FOipwut 3ygylaVWR
| ZaSifrovand datal

¥OR nad ASCI znaky je pouze ilustracnil

Proudova (RC4, A5/1)

NSA Litomérice
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Linear Feedback Shift Register

tajny stav

ojofojofif1]ifo

keystream

NSA Litomérice
the only company that actually listens to your needs
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Linearni algebra (A5/2, A5S-GMR)

tajny stav

—>»10]0]0j0]1{1{1]0

— keystream

—DD—]

XOR ~ scéitani mod 2

Bitshift ~ nasobeni mocninami dvou

Samoopravné kody: XOR a shift,
— maticovy a lingebra magic
— soustava linearnich rovnic

— umime efektivné resit

Jprava strana“ rovnice

http://www.npag.fr/project-a52hacktool

https://www.youtube.com/watch?v=y15bXRsa3iA NSA Litoméfice

the only company that actually listens to your needs


http://www.npag.fr/project-a52hacktool
https://www.youtube.com/watch?v=y15bXRsa3iA
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Majority clocking. Neumime linearizovat.

NSA Litomérice
the only company that actually listens to your needs



!
L

AS/1

10/32

18[17

1q

13

kvl
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22212q

i

Jenom 64 bitl celkem!

NSA Litomeérice
the only company that actually listens to your needs
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Codebook

wefiris | |3 a )
| i ~‘ Internal state Keystream
-~ 0x0000000000000000 Oxabcdef12345678
? it 0x0000000000000001 0x54632221afed03

0x0000000000000002 0x456dcd562b980e

OXFFFFFFFFFFFFFFFf 0x002accd4dc5idf

O B

... 2"64 * 16B = 296 EB

NSA Litomeérice
the only company that actually listens to your needs



1 Kodik 2 Dodani a platba

Viechny ceny jsou uvadény s DPH

WD Green (EZRX) - 6TB

156611

Doplnkove sluzby

Doprava zdarma za body

3 Dodacf tdaje

pocet

24595658

skladem

S+ kusl

12/32

4 Souhrn objednéwviky

cena za

i cena celkem

6 582 KL 161 895 489 727 Ki x

Cena celkem bez DPH: 133 797 925 394 KL
Za tento nakup ziskate 35 909 662 140 bodd do Bonus klubu,

Cena celkem s DPH:

161 B95 489 727 Ke

NSA Litomeérice

the only company that actually listens to your needs
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Btw. jak ziskat keystream?

Ciphertext = plaintext XOR keystream

Keystream = plair)text XOR ciphertext

&

chceme

zname
hmm...

BTS musi porad vysilat
Definovan padding 0x2B
Informace o okolnich BTS, o sile signalu, ...

NSA Litomérice
the only company that actually listens to your needs
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Kolaps kliCového prostoru

* Do nekterych kombinaci se neda dostat
* Néekolika dummy cykly A5/1 tyto stavy eliminujeme
» Efektivni stavovy prostor 261

NSA Litomérice
the only company that actually listens to your needs



Pokryti

« GSM frame 4*114 bitu

* 64 bitu v Siffe

e 4%(114-64+1) = 204 sampl{l

o Staci pokryti 1/204 = 0,5 % pro ~50% Uspesnost
* Framu je v komunikaci hodné

NSA Litomérice
the only company that actually listens to your needs



Encoding:

Pocatecni stav

Chainy

Pocatecni stav

ASI1 ASI1_

A5/l A5/l

Pocatecni stav

ASI1_ A5/l

Decoding:

tohle chceme!

16/32

A5/1>

ASI1_

A5/1>

Koncovy stav
__ 000

A5/1>

A5/1>

Koncovy stav
__ 000

ASI1

ASI1

Koncovy stav
__ 000

PocatecCni stav i/l»‘ Vstup

Lookup

AS/1_

Koncovy stav
___000

NSA Litomeérice

the only company that actually listens to your needs



Pocatecni stav
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Chainy

A5/l A51_

A5/1 - A5/1 - Koncovy stav

000

« Koncovy stav ~ 12 bitti nulovych

- prumérna délka chainu 2712 = 4096
... 264 *16B =296 EB

.. 2"61 *16B /204 /4096 =44 TB

NSA Litomérice
the only company that actually listens to your needs
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44 TB ... porad trochu moc

* Prodlouzit chainy? Kolize!

startpointl S e~

\

e T e e e .
. A R T AT e endpoint

startpo|nt2 e e

*. _ -\. K = .”.' . "

e T
o ; \ by A
T e N i
e e i B e V- g g "1}'-::~_?"f e i 1
o e — N T
1ea/128 = 859.2% 1llegal states, 9.795 slbling states espected iBf-rowd statefkeystrean space >

NSA Litomérice
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Barvy

* Barvy ~ konstanty, kterymi po kazde iteraci
XORujeme

AS/I1,  ASI1_ A5/l AS/1 A5/1 A5/1_ | Koncovy stav

Pocatecni stav

____000
PoCateEni stay A5/1> A5/1> A5/1 A5/1 A5/1 A?/l KonCO\(% (s)tav
T XORC2 .......... .
XOR C1 XOR Cn

Stejné kolize v riznych barvach jsou v kazdé iteraci algoritmu
rozbity rozdilnymi konstantami

Pravdépodobnost, ze ke kolizi dojde v jedné barve, je n-krat mensi

... 2"64 * 16B =296 EB 8 barev:
...2"61*16B=37EB ...2"61*16B /204 /4096/8=55TB

... 2761 * 16B /204 = 181 PB

... 2761 *16B /204 /4096 =44 TB NSA Litoméfice

the only company that actually listens to your needs



Startpoint encoding

vysSka tabulky 2734
— 34 hitl informace
— zvolme hash fci 34 - 64b
— uSetfime 30 bitl na chain

Pocatecni stav

ASIL ASIL ASIL ASIT

Pocatecni stav

ASIL ASIL - ASIL AS/L

Pocatecni stav

ASIL ASIL - ASIL ASIL

20/32

Koncovy stav
000

Koncovy stav
___000

Koncovy stav
000

NSA Litomeérice

the only company that actually listens to your needs
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Endpoint encoding

Pogatedni stav AS/L AS/L _ AS/ L AS/ L KonCO\C/)%gtav

. . N\ 1A ¢ > 41
pocateeni stav| AO/E ASIL " ASIL AS/L [ Koncowy stav 234 setridenych Cisel

___000 efektivni prostor 2\(64-12)

| primérna mezera 2°(64-12-34)
pocatecni sty L0/ ASIR - ASIL ASIL kencowsiav | 1 encoding mezery pomoci 18 bitd!

- misto 128 bitll na chain nam staci 34+18+rezie

. 264 *16B =296 EB
. 2"61 *16B =37 EB
. 2"61*16B /204 =181 PB

2"61 *16B /204 /4096 =44 TB
. 27261 *16B /204 /4096/8=55TB

/mnt/tables/gsm# du --si
1.8T

NSA Litomérice
the only company that actually listens to your needs
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Realizace

40 tabulek * 8 barev * (8 barev * 4096 chainlinku od
kazdé barvy) * 204 samplu

— 2 miliardy A5/1 operaci pro cracknuti jednoho framu
« AMD HD7970: 1 miliarda operaci za sekundu
» Realna uspéesnost hadani keystreamu je nizsi...
» Podle operatora 5-60 sekund, uspesnost 10-99 %

- T-Mobile to fakt dobre zabezpecil a uz to na ném skoro
nefunguje

- Vodafone je taky docela bezpecny
- 02 je dérava

NSA Litomérice
the only company that actually listens to your needs
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Nalvnll 1817]16 13 B

-

Implementace A5/1 13

- ‘C? 2 12 Of 10 0 =
Z vaseho 64b procesoru se pouzije jen 22 bit(! H
~D

—2 22 12O 10 r (] [

TS I

-\_r

-\-b'_r
WL

1
g
!
s
by
1
h

Int regl, reg2, reg3;
Tady se z 64bit registru pouziva while(regl & OXFFF) {
dokonce jenlbit!!—— ——®»pitl = (regl >> 8)&1;

xorl = (regl >> 18) A (regl >> 17)

Tady se rozbije branch prediction! \,lf( )

regl = (regl << 1) | xori;
Tohle na dnesnich pocitacich
fungovat nebude... )

LI 4

NSA Litomeérice

the only company that actually listens to your needs



Vas pocitac...

* Pracuje s 256bit Cisly najednou (SSE, AVX)

 Nedokaze delat branch predlctlon protoze A5/1
je PRNG, ktery je prosté nahodny

e Na neuhadnutém skoku musi flushnout celou
pipeline

» Je lepsi spocitat treba 4 zbyteCné veci nez
skocit!

NSA Litomérice
the only company that actually listens to your needs
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A5/1 slice machine

64b = 16*4-vektor

/
T 1w
+-t-t-F-F-+-+-+-+

| | | | | | | | | « A5/1 instance #1

| | | | | | | | | « A5/1 instance #2

. Lo g | | | | | | | | | « A5/1 instance #3
neomezene bitu, proste BEEEEEEE
kolik vas procesor da EEEEEEEE
1 R N R I (O
1 R N R I (O
1 I I O O O
+-+-+-+-+-+-+-+-+

Shift registru: instrukce pro vektorovou rotaci, kruhové prirazeni
XOR: vektor s vektorem, tfeba 256 bitli najednou

V kazdém taktu manipulujeme tfeba s 64 instancemi Sifry najednou!

NSA Litomérice
the only company that actually listens to your needs
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Eliminace IF-U

e Spocitame oba stavy a pak si vybereme

_vector rotovat; // bitmaska
reg[i] = (reg[1+1l] & rotovat) | (reg[i] & ~rotovat);

* reg je treba pole uint64 — 64 instanci A5/1

* Pro detaily viz bohaté komentovany
“genkernel32” z Deky, nebo si me odchytnéte na
afterparty

NSA Litomérice
the only company that actually listens to your needs
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OpenCL - motivace

 ATI HD 7970:

- 2048 jader, 8192 threadu na 1 GHz
- 128bit vektory
- 32 TB/s Il

 OpenCL bézi na grafikach, procesorech a
trochu 1 na FPGACkach

 OpenCL se vyplati i na procesorech, abyste si
nemuseli resit paralelismus

NSA Litomérice
the only company that actually listens to your needs
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OpenCL - architektura

* Aplikace preda OpenCL buffer a zdrojak kernelu

 OpenCL spusti jeden kernel nad kazdym prvkem
oufferu — kernely bézi masivné paralelné

« Kernel prepiSe vstupni data v bufferu vysledkem
 OpenCL vrati buffer
* Aplikace buffer precte

NSA Litomérice
the only company that actually listens to your needs
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Kernel

kernel void brm(global ulong *buf) {

// kernel index
private size_t me = get_global _id(0);

// local vars
private ulong a;

// read input data
a = buf[me];

// Compute something
a =a + me*me;

// write result back to memory
buf[me] = a;

NSA Litomérice
the only company that actually listens to your needs
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OpenCL - userspace

import pyopencl as cl, numpy as np

# create context
ctx = cl.create_some_context()
queue = cl.CommandQueue(ctx)

# create some 1nput data, in this case array filled with zeros
a = np.array(np.zeros((20),dtype=np.uint64))

# create opencl buffer
buf = cl.Buffer(ctx, cl.mem_flags.READ_ONLY | cl.mem_flags.COPY_HOST_PTR, hostbuf=a)

# load kernel source
f=open("kernel.c","r")

SRC = '"'".join(f.readlines())
f.close()

# compile it
prg = cl.Program(ctx, SRC).build()

print("Input:"); print(a)
# launch the kernel
event = prg.brm(queue, a.shape, None, buf)

event.wait()

# copy data back from opencl
cl.enqueue_copy(queue, a, buf)

# print it NSA LitoméFice
print("CL returned:"); print(a) the only company that actually listens to your needs
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OpenCL - run

~/tmp/ocltest> ./ocltest.py

Input:

(00O O OO0 OOODOOODODO0OO0OO 0O O]

CL returned:

[ O 1 4 9 16 25 36 49 64 81 100 121
144 169 196 225 256 289 324 361]

NSA Litomérice
the only company that actually listens to your needs
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UAG

NSA Litomeérice
the only company that actually listens to your needs



